TERMS AND CONDITIONS OF USE OF
THE MYGATEWAY PORTAL

Introduction

By accessing or using the Site and associated Applications, you agree to comply with these
Terms of Use (hereinafter referred to as the "Terms"). If you do not agree to these Terms, please
stop using the Site and Applications.

This document aims to define the general terms of use of the Application for its Laboratory
Clients and/or Clientele (pharmacies, wholesalers, or hospitals).

Any registration or use of the Site and Applications implies the unconditional acceptance of
these Terms by the User. Upon authentication on the Site or Application, each User accepts
these Terms when they log in.

The login page displays the following text: “By clicking on Login, | accept the terms of TCU”.

By logging into the application, | acknowledge that | have read and understood the Terms and
accept them without reservation." In case of non-acceptance of the Terms stipulated in this
contract, the User must renounce access to the services offered by the Site and Application.

Definitions

o Application: refers to the MyGateway portal https://gateway-
portal.alloga.fr/mygateway/.

o Client or Laboratory Client: refers to any pharmaceutical company client of the
Company.

o Clientele: refers to any entity client of the Laboratory Clients (including wholesalers,
hospitals, pharmacies).

e Terms: refers to these Terms of Use.

o User, You: refers to any person designated, authorized, and empowered to use the
MYGATEWAY Portal on behalf of a Laboratory Client or Clientele.

e Portal: refers to the MyGateway portal https://gateway-portal.alloga.fr/mygateway/.
e Site: refers to the Alloga.fr website.

e Company or ALLOGA France: refers to ALLOGA France, a simplified joint-stock
company with a single shareholder with a capital of €5,000,000, registered with the
Marseille Trade and Companies Register under number B 582 118 675, whose registered
office is located at 40, boulevard de Dunkerque, 13002 MARSEILLE.

o MYGATEWAY or Portal: refers to the application service provided by the Company to
Laboratory Clients to allow them to monitor their activity in real-time, including
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managing their stocks (levels, replenishment, statuses), consulting orders (content,
progress), and accessing related documents (delivery notes, invoices, proof of delivery).
Access to the Portal is limited to strictly professional use.

Access to the site and availability

The Application is available either via a link on the Alloga.fr Site or directly at the following
address: https://gateway-portal.alloga.fr/mygateway/.

The Portalis accessible on the Internet, from any recent terminal equipped with recent operating
systems Windows 10 and above, Mac OS (X 10.7 and above), Android, or Linux, and all types of
standard browsers (Edge 126.0 and above, Firefox 122 and above, Chrome 118 and above).

The Portalis available 24 hours a day, 7 days a week, subject to occasional maintenance
operations, technical incidents, or an inability to operate due to a force majeure event.

An email assistance system is available for the benefit of Clients and Clientele in case of
technical difficulties or anomalies.

Registration and Authentication

Access to the Portal is strictly limited to employees of Laboratory Clients and Clientele expressly
authorized by Alloga and having the necessary authorizations and permissions.

To access the Application, the User must have an account by providing accurate, complete, and
up-to-date information, in accordance with the Company's requirements.

The creation of User accounts is done as follows:

The Company creates the administrator accounts of the Client (2 max). These administrators are
then responsible for creating and managing local accounts within the Client. Due to the
existence of co-management of accounts, the Client agrees to adhere to a shared responsibility
model to ensure the security and compliance of the Application.

The Client (or Clientele as the case may be) undertakes to reserve access to the Portal to only
those persons (under the Client's control) authorized for this purpose. It undertakes in particular
to ensure the security and confidentiality of all identifiers and passwords it has that allow
access to the portal.

Account Security

Users are responsible for maintaining the confidentiality of their password and protecting their
account from unauthorized access. Users agree to immediately notify the Company of any
unauthorized use of their account or any other security breach.

In case of departure or prolonged absence, the User must notify the Client administrators. In
this case, the Client administrators will take the necessary steps to deactivate the concerned
account.
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ALLOGA FRANCE informs that if an account has not been logged into for a consecutive period of
6 months, it will be systematically deactivated. Additionally, accounts deactivated for a period of
2 years are systematically deleted.

Acceptable Use

The User agrees to use the Application in accordance with the laws and regulations in force and
these Terms. They agree to:

o Not use the Application for illegal, fraudulent, or harmful purposes.

e Notdisclose and share my login credentials provided to access these Applications.
These credentials are confidential and must not be disclosed or shared with others.

e Not seek to gain access that has not been explicitly provided by an administrator. In
particular, | agree not to use another User's login credentials and never to bypass the
Application's protections.

e Notusethe datal can access for purposes other than those provided by my duties.

e Onlydisclose this information to duly authorized persons, due to their functions, to
receive communication, whether they are private, public, physical, or legal persons,
from my company or ALLOGA FRANCE.

¢ |In case of cessation of my duties or at the end of my mission, notify the administrator in
charge of my account of my cessation.

e The Client agrees not to use their account(s) to create interfaces with their information
system without the explicit and written agreement of ALLOGA FRANCE. Such sharing
could impact the performance of our software.

e The Client agrees not to share their account(s) with a third-party company without the
explicit and written agreement of ALLOGA FRANCE. Sharing these accounts is strictly
prohibited. In addition to impacting the performance of our software, it also generates
risks and vulnerabilities in terms of IT security. For example, it is prohibited for third-party
software or websites to connect to the Applications to download documents (invoices,
order forms, etc.).

e |Immediately alert ALLOGA FRANCE in case of disclosure of confidential or personal data
and assist it at no cost in implementing any action to address this violation.

Responsibilities

The User ensures to keep their password secret. Any disclosure of the password, in any form, is
prohibited. They assume the risks associated with the use of their identifier and password. The
Site disclaims all responsibility.

ALLOGA FRANCE cannot be held responsible for any viruses that may infect the User's
computer or any IT equipment, following the use, access, or download from the Applications of
this Site.



The Site's responsibility cannot be engaged in case of force majeure or the unforeseeable and
insurmountable act of a third party.

To the fullest extent permitted by law, ALLOGA FRANCE disclaims all liability for direct, indirect,
incidental, special, or consequential damages resulting from the use or inability to use the
Applications, including but not limited to, loss of profits, data, or other intangible losses.

The Client is also responsible for protecting the use of the proposed portal. They are responsible
for the IT controls within their perimeter. In particular, the Client is responsible for:

¢ Immediate notification to the ALLOGA FRANCE Application support regarding any
departure or prolonged absence of a Client administrator or user. This willimmediately
trigger the deactivation of the concerned account on the ALLOGA FRANCE side.

e The management of access rights for Client Users who can access the proposed
application. These access rights must be managed by the authorized Client
administrators designated by the Client. The management of access rights includes:

o The creation of new User accounts.
o The modification of existing User accounts.

o The deactivation of User accounts in case of departure, transfer, or prolonged
absence.

o The periodic review of locally managed User accounts, which should be done at
least once a year by the Client administrators. Upon production, administrators
must provide these account review reports to ALLOGA FRANCE.

e The Client agrees to report without delay to the ALLOGA FRANCE Application support
any loss of an authentication means, any attempt at violation, or any anomaly related to
the use of their Users' identifiers or passwords.

e Compliance with the Client's applicable policies, procedures, and these Terms.

o Compliance with the regulations in force, and in particular compliance with the GDPR
related to the use of the proposed application.

Intellectual Property

All logos, trademarks, graphics, images, software, and other materials present on the
Application are the property of ALLOGA FRANCE or its licensors and are protected by copyright,
trademark, and other intellectual property laws.

All reproduction rights are reserved: "Any extraction and/or reproduction of a substantial part of
the information disseminated on the Site is prohibited without the express and prior
authorization of ALLOGA FRANCE."

Links to other associated spaces of the company

The Site may include links to other sites, applications, portals, interfaces, platforms, pages of
the Company, made available to certain professional Users and accessible by logging into a
dedicated account using an identifier and a password ("Associated Spaces"). By professional



User, it is understood any person using the Site or the Associated Spaces on behalf of and/or for
the account of a company Client of ALLOGA or a Client of a company Client of Alloga.

The use or consultation of these Associated Spaces is subject to obtaining prior authorization
from the Company and implies full and unconditional acceptance of these Terms of Use as well
as the specific terms of use for these Associated Spaces.

You agree not to connect or attempt to connect to these Associated Spaces without having
received the necessary authorizations, permissions, and access rights from the Company. You
also agree not to transmit your login credentials to these Associated Spaces to unauthorized
third parties.

You are solely responsible for protecting and maintaining the confidentiality of your password
and your account. You are also solely responsible for all activities carried out on your account.
You agree to immediately inform the Company of any unauthorized use of your account or any
other security breach. The Company will not be held responsible for any loss you may suffer as a
result of the use of your password or account by another person, whether with or without your
knowledge. However, you may be held responsible for losses incurred by the Company or any
other party due to the use of your account or password by another person. You must not, at any
time, use another person's account without the account holder's permission. You are
responsible for protecting the confidentiality of your password and identifier. The Company
reserves the right, at its sole discretion, to terminate your access to the Site, with or without
notice.

When these Associated Spaces allow you, after logging in, to provide user content ("User
Content"), you are solely responsible for the content you publish, upload, link, or otherwise
make available on the Site. You agree that the Company acts only as a passive intermediary for
the online distribution and publication of your content. The Company reserves the right, at its
sole discretion, to delete or modify any user content from the Site. The following rules apply to
User Content. By transmitting and submitting User Content while using the Site, you agree to:

e Be solely responsible for your account and the activities carried out when you log into
your account or use it;

e Not publish malicious, false, or inaccurate information;

¢ Not communicate content subject to third-party property rights, including
confidentiality, publicity, trade secret, copyright, or trademark rights, unless you are the
holder of such rights or have the appropriate authorization from the legitimate holder.
The Company does not and cannot pre-screen or control all User Content. However, the
Company may, at its discretion, monitor and/or record your interactions with the Site.

External hyperlinks

Any implementation of a hyperlink pointing to content on the Site is strictly prohibited, except
with the prior and specific authorization of the Company.

The Portal may include links to other sites or other internet sources. As the Company cannot
control these sites and external sources, the Company cannot be held responsible for the
availability of these sites and external sources, and cannot bear any responsibility for the



content, advertisements, products, services, or any other material available on or from these
sites or external sources.

Cookies

A cookie is a small data file (text file) that a website, when visited by a User, asks your browser to
store on your device to remember information about you, such as your language preferences or
login information. For more information on the cookies used on the Portal, please consult our
cookie policy here (LINK).

Protection of Personal Data

We may collect and process personal data concerning you. For more information, please
consult our personal data policy HERE (LINK).

Software Updates

ALLOGA FRANCE reserves the right to update, modify, or improve our services and software at
any time, without notification and without notice.

ALLOGA FRANCE is not responsible for any incompatibilities, malfunctions, or data losses that
may result from such updates, especially if the Client has built specific reports or automations
that automatically integrate into their Information System.

ALLOGA FRANCE does not guarantee that the reports, automations, or other specific
integrations built by the Client will continue to function correctly after an update of our services
or software. Consequently, we cannot be held responsible for any direct, indirect, incidental,
special, or consequential damages resulting from the incompatibility or modification of these
specific integrations following an update.

ALLOGA FRANCE cannot block an evolution or update because a specific report of a Clientis no
longer compatible or is not included as is in the new version. In this case, itis the Client's
responsibility to ensure that their reports, automations, and other integrations are compatible
with updates to our services and software. This is their responsibility.

Modification of the Terms

ALLOGA FRANCE reserves the right to update these Terms at any time, depending on the
evolution of the Site's content, associated Applications, and additional necessary protection
constraints.

The modifications will be effective upon their publication on the Site or associated Applications.
Your continued use of the Site or Applications after such modifications constitutes your
acceptance of the new Terms. It is your responsibility to regularly review the Terms to stay
informed of updates.
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Termination

ALLOGA FRANCE reserves the right to suspend or terminate a User's access to the Application,
without notice or liability, if violations of these Terms have been observed. The provisions of the
Terms that, by their nature, must survive termination will continue to apply after termination.

The Company reserves the right to deactivate any account inactive for more than 3 (three)
months without notification. It is the User's responsibility to log in regularly if they wish to keep
their account active.

Applicable Law and Jurisdiction

These Terms are governed by French law to the exclusion of any other legislation. In the absence
of an amicable agreement between the parties, the courts of Nanterre will have exclusive
jurisdiction to hear disputes.

Contact

For any questions regarding these Terms, please contact us at information@alloga.fr.

For any request intended for ALLOGA FRANCE support, please contact us at hotline@alloga.fr.
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